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Abstract—In this paper, resilient model predictive control
(MPC) of the cyber-physical systems under denial-of-service
(DoS) attacks is proposed, where the system dynamics is modelled
as a discrete-time linear system, and the jamming strategy is not
prefixed. Recursive feasibility as well as stability with respect to
DoS attacks are guaranteed with the price of a little bit heavy
communication load. The allowable duration of DoS attacks,
which defined as a prescribed and finite control horizon of
jamming action, is estimated. The effectiveness of the proposed
resilient MPC scheme is verified by a simulation example.

Index Terms—Robust predictive control, Resilient control,
Denial-of-service attacks.

I. INTRODUCTION

A cyber-physical system (CPS) is a mechanism that is
controlled or monitored by computer-based algorithms, tightly
integrated with the internet and its users. CPS brings advances
in personalized heath care, emergency response, traffic flow
management, autonomous driving, and electric power gener-
ation and delivery. A cyber attack is any types of offensive
action that targets computer information systems, infrastruc-
tures, computer networks or personal computer devices, using
various methods to steal, alter or destroy data or information
systems. A denial-of-service (DoS) attack, one of the top 10
most common type of cyber attacks, occurs when legitimate
users are unable to access information systems, devices, or
other network resources due to the actions of a malicious cyber
threat actor.

Analysis of a database which tracks cyber-incidents offering
industrial control systems shows that DoS attacks are the most
likely threat to industrial control systems [1]. DoS attacks will
force the systems to work in an open-loop status which may
cause a serious threat to the control system, in particular, if
the system under control is open-loop unstable.

Optimal control of a scalar discrete time LTI system in the
presence of a strategic but action-limited jammer potentially
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disrupting the communication between the controller and the
plant is considered in [2]. This leads to a zero-sum dynamic
game for which the existence of saddle-point equilibrium
strategies is established. A resilient control method against
DoS attacks is proposed by recurring to the delta operator,
which has been well recognized to overcome numerical ill-
ness for discrete-time systems with fast sampling rate [3].
The attacking scenario is considered where the defender and
attacker possess asymmetric information. At the side of the
defender, the inverse game approach is proposed to compen-
sate for the attack-induced performance loss. The problem
of secure control for discrete-time systems is formulated in
[4]. A performance function is minimized such that a safety
specification is satisfied with high probability and power limi-
tations are obeyed in expectation when the sensor and control
packets can be dropped by a random or a resource-constrained
attacker. Networked systems subject to DoS attacks from the
perspective of designing maximally robust controller is studied
in [5,6]. A measure of robustness against DoS attacks which
is related to the average percentage of transmission failures
or jamming rate is introduced. It is shown that asymptotic
stability can be ensured under additional conditions, which
are needed to avoid finite time phenomena during DoS attacks
[6]. An explicit characterization of the frequency and duration
of DoS attacks under which closed-loop stability can be
preserved is investigated [7]. The result is intuitive for it relates
stability with the ratio between the on/off periods of jamming.
An output-based dynamic event-triggered control strategy is
proposed [8], in which transmission times are determined
online by means of well-design triggering rules. Additionally,
desired stability and performance criteria can be guaranteed
based on the natural assumption that DoS attacks are restricted
in terms of frequency and duration. A resilient dual-mode
model predictive control (MPC) algorithm is proposed [9] to
compensate the effect induced by DoS attacks, where the input
and state constraints are fulfilled by introducing the modified
initial feasible set to the optimization problem.
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In this contribution, we propose an event-trigger MPC
scheme for constrained linear discrete-time systems under DoS
attacks, in which the event is treated as the individual event.
That is, if there is no attack, the involved optimization problem
is solved online based on the updated measurement, and the
first item of the obtained control sequence will be applied
directly to systems; if on the contrary, there is a DoS attack,
the shifted control sequence obtained at the former instant will
be applied instead. Furthermore, both recursive feasibility of
the involved optimization problem and asymptotic stability of
the system are guaranteed, i.e., the DoS attack characterized
by frequency and duration properties can be “tolerated”. The
numerical example reveals robustness to DoS attacks and
performance guarantees.

The reminder of this paper is organized as follows. In
Section II, the framework of interest is described and the
control problem is formulated. Event-triggered MPC of net-
work control systems under DoS attacks is proposed, and the
characterization of the systems under control is discussed in
Section III. The obtained design framework is illustrated by
means of a numerical example in Section IV. Section V ends
the paper with concluding remarks.

A. Notations and Basic Definitions

Let R, R™ and R™ denote the field of real numbers, positive
numbers and the n-dimensional Euclidean space, N and NVt
the sets of all natural numbers and all positive numbers. Let
N[k,k:+N] £ {Cl eN | k <a< k;—f—N} and N[k,k+N) = {U, S
N |k < a < k+ N}. The union, intersection and complement
of two sets X and Y are denoted by XY, XY and X\ Y.
Denote a positive definite matrix and positive semi-definite
matrix as P = 0 and P > 0. Moreover, ;)(Tis used to denote

a *

. . a
the symmetric part of a matrix, i.e., = .
y p b ¢ b ¢

II. PROBLEM SETUP & PRELIMINARIES
Consider discrete-time linear systems
ZTip+1 = Axi + Bug, (D

where © € R" is the system state and v € R™ the
control input. The state and input constraints are defined by a
polyhedral set

C:= { Bk} € R™ ™ | ciap +djuy < 1,5 = 1,...,p}
k
2
where ¢; € RN« and d; € RY*™«. For simplicity in writing,
the state and control constraints are as follows
reX
ueU

(3a)
(3b)

where both X and U/ are compact set, and each set contains
the origin in its interior. That is, ¥ x4/ CC and X xU DO C.
Assumption 1: The pair (A, B) is stabilizable.
Suppose that the sampling period is 4, i.e., the system
only exchanges information with its actuator and surrounding
environment at each time instant I'd with I' € N.

Physical X
System

L Controller

Fig. 1: DoS attacks on a control system: at the measured
portion or the control input portion

duration time
of attack

duration time of infor

I 7

0 h h+t, h

i+1

Fig. 2: DoS attacks on a control system: at the measured
portion or the control input portion

A. DoS attacks on control systems

Since the controller and physical system are not integrated
together physically in the controls on data in the cloud com-
puting environment or in the real time remote control based on
internet, communication between the controller and physical
system plays an important role. Information availability of
the control system refers to the ability of all components
of being accessible in the sense of information or status.
Lack of availability results in a DoS of sensor and control
data, i.e., information can not transfer correctly and timely.
To launch a DoS the adversary can jam the communication
channels, comprise devices and prevent them from sending
data, attack the routing protocols, flood with network traffic
[4]. DoS attacks are represented in Fig.1 where the adversary
prevents two entities of the physical system and controller
from communication.

Let h; with [ € N denote the time while the attacker
launching a DoS attack on the system. For each distinct attack
instant, the duration time of attack is denoted by 7; € RT and

7 < hyypr — Ry, Vi eN. 4

Accordingly, denote 7; with [ € N as the duration time of
information availability, where

m=hyr—h—7n VIeEN. )

Note that the DoS attack might be launched on the system
during the sampling period. The relationship of the time while
attacker launching a DoS attack on the system, duration time
of attack and duration time of information availability are
depicted in Fig.2.

B. Goal and requirements

Suppose that xj; can be measured in real time at the
measured portion.

Remark 2.1: Systems know instantaneously the value of
their state no matter whether there exist attacks or not.
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The goal is to design a control law for a discrete-time linear
system with respect to DoS attacks, such that

(1) The system is asymptotically stable,
(i) Both state and input constraints are satisfied.

That is, we are interested in designing a control law that
render the overall closed-loop system resilient to DoS attacks
which occur according to some unknown strategy with the
purpose to impede the communication of system and its remote
controller.

Note that the allowed duration and the frequency of DoS
attacks depend on both the system dynamics and the proposed
control scheme. The control objective is to “maximize” in
some sense the frequency and duration of the DoS attacks
under which the closed-loop stability is not destroyed.

III. MPC SECURE AGAINST DOS ATTACKS

Define Z; and uj as the state and control input of the
predicted model

Tpq1 = AZy + Buy, (6)

respectively.

Since the pair of (A, B) is staibilizable, for the given
positive definite weighting matrices ) € and R € R"™"=*",
the following Lyapunov inequality

(A+BF)'P(A+ BF)-P<-Q - F'RF

admits a unique positive definite matrix P € R"=*"= where
A+ BF is stabilizable.
Lemma 1: There exists o« > 0 which specifies an ellipsoid

Xp={¢eR"™ | 'PE<a}

such that
e Xy CX
e Fxel forallz e X
e Xy is positive invaraint for the nominal system (6) with
the linear control law F'z

MPC can take constraints explicitly into account in the
process of controller design, thus it is a suitable choice to
achieve the given tasks. The key idea of MPC is to solve at
each time instant £ an open-loop optimization problem based
on the measured system state xg.

Denote the sequence

Uk == [, 1)k > Ut N—1 k)

as the control input trajectory and N as the prediction horizon.
The following finite horizon quadratic cost function is
considered in MPC

J (k. Uk) 5:jZ+N|kPi'k:+N\k+

N-—-1

_T _ _T _
E Thop i @T kil + Uppop i QUkci
1=0

The optimization problem involved in MPC is as follows

Problem 1:

minimize J(z, ug) (7a)
Uk

subject to

Tk = Ty Uk = Uk (7b)
Tititik = ATpyilk + BThyipk, (7e)
Y ie[0,N — 1], (7d)
g € U, ie0,N — 1], (7e)
Tr+N|k € Xf, (79)

where X; C X is assumed to have an interior.

The set X is the terminal set, €T P¢ and F¢ with € € Xy
are the terminal penalty and the terminal control law, respec-
tively.

In Problem 1 the index k + i|k denotes the predicted states
and inputs of the predicted model at the time instant k + i,
where the prediction has been calculated at the current time
instant k. The solution to Problem 1 at time k is the open-loop
input trajectory

{i,”;|k, Uit = argr%inj(mk, Uk),
k
and the optimal predicted state sequence accordingly is

X i= [ T+ T -
Denote the optimal value of the optimal cost function at the
time instant k by

J*(zy) := J (2, U})
A. Algorithm secure against DoS attacks

If the information of the system state can be obtained
by controller at each time instant k, then the optimization
problem 1 will be solved with the new updated system state
x. Furthermore, if the solution of the optimization problem
is obtained as well by the physical system, then the control
input applied to the system (1) will be updated at each time
instant k, i.e., the applied input is

— %
U = uk‘k

where ﬁZ\k is the first item of the optimal input sequence Uj'.
However, since the system under control and the controller are
not integrated physically, DoS attack might cut the channel of
the information exchanges for a while. That is, information
exchanges either from physical system to controller or from
controller to physical system is cut down.

Definition 1: A time instant k is an effective communication
time instant in control systems if the communication between
the physical system and MPC is accessible, smooth and timely
(instantaneously).

Note that an effective communication time instant means
that at that time instant, information exchanges both from
the physical system to controller and from controller to the
physical system are effective, lossless and no delay.

While a successful transmission is conducted, instead of
sending only the current control signal ﬂ,*c‘k, the current
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optimal control sequence U,j is sent to the actuator. Thus,
a buffer installed on the actuator side is needed to store the
latest control signal and the predicted state.

Assumption 2: suppose that k = 0 is an effective com-
munication time instant, and the duration time of attack and
duration time of information availability satisfy, respectively

Tl S max {hl+1 — hl, (N — 1)(5} (8)
m=0 €))

Note that Assumption 2 implies that one effective infor-
mation exchange between the system under control and the
actuator will happen in one prediction horizon NJ, and the
frequency of DoS attack is less than the sampling rate of
systems.

The following algorithm will be used to regulate the phys-
ical system even while DoS attacks might occur.

Data: N, @, R and P

Result: the control input ug

Initialization:

- At the time instant 0, solve Problem 1 with xq, send [75
to the physical systems and store it at the control portion;
- Apply ug = ﬂao to the physical system, and set k. = 0;
for k=1— oo do

if k is an effective communication time instant then
- Solve Problem 1 with zy, send U;: to the
physical systems and store it at the control
portion;

- Apply directly uy = ﬂzl . to the physical
system, and set k., = k;

else

Apply ug = a;;‘ . to the physical system, and set
ke = k;

end

end
Algorithm 1: Algorithm secure against DoS attacks

Remark 3.1: Resilient dual-mode model predictive control
is presented to attenuate adverse effects of DoS attacks for
the cyber-physical systems in [9]. Control action obtained by
receding horizon optimization switches to the terminal control
law once the closed-loop trajectory is driven to the terminal set
around the origin in the presence of DoS attacks. In general
switch from one controller to the others might induce chatter
changes problem.

Remark 3.2: Transmission times are determined by well-
defined triggering rule in [8]. Instead, in this paper, DoS
attacks or loss of information exchanges will trigger systems
to implement the control actions obtained in former times.

Remark 3.3: DoS attacks might not trigger the event if the
interval of attacks are short enough, i.e., it is in between of
information exchanges of the actuator and the plant. Thus, we
care only about detected DoS attacks.

B. Recursive feasibility & Asymptotic stability

Note that in this paper, only DoS attacks are considered.
The following theorem states the properties of the proposed
scheme.

Theorem 1: Suppose that

« at the initial time instant, there is no DoS attack on system

(1) and Problem 1 admits a feasible solution
o the duration of suffered DoS attacks is less than (N —
1)d, and the frequency of DoS attacks is lower than the
sampling frequency.
Then, although there exist DoS attacks,

(i) Problem 1 is feasible for all k£ > 0,

(ii) the system under event-triggered model predictive con-

trol is asymptotically stable.

Proof 1: (1) Suppose that no DoS attack is detected for all
k > 0, i.e., both the system state and the obtained control
action can be transmitted correctly, then no event is triggered.
Thus, event-triggered MPC is reduced to conventional model
predictive control. Therefore, both recursive feasibility and
asymptotic stability can be guaranteed [10, 11].

(2) Suppose that at time instant k, with the measured system
state xj, Problem 1 has a feasible solution

[t Whgafios -+ > Uro N—1) k]

and the predicted state sequence is

[Zholho Bhtaf > Tt N—1]k]

where Ty, = xp. Note that (a) Upyyn € U, Uppp € X
and Zj Nk € Q, i.e., state constraints, input constraints and
terminal constraint are satisfied. (b) Attack will be detected
only at the time instant k+ 1. Otherwise, new control sequence
can be obtained with the new measurement.

Without loss of generality, assume that m-consecutive sig-
nals are blocked and m < N — 1, i.e., in that period, either
control action or system state is transmitted correctly. Since
neither model-plant mismatches or disturbances is considered,
the predicted state is equal to the actual system state.

(2.1) At time instant k + 1,

[Tpeg1ps -+ Ukt N—1 s F Ty N1k

is a feasible solution to Problem 1, and the predicted system
state sequence is

- = =k+1
[xk+1|k7"'>xk+N—1|kvm ]

where ZFt1 € Q C X. The cost function satisfies

T T
J(@rr1) = J(2k) < =25, QTh 1)k — Wppr e BUE1 1
which is decreasing monotonically along the predicted trajec-

tory. (2.2) At time instant k + h with h < m and h > 1,

_ _ - —k+1 —k+h—1
[Uiniis s Uk N—1)ks F o N1, FZOH oo PR
is a feasible solution to Problem 1, and the predicted system
state sequence is

k41 —k+2
)

= = = =k+h
[xk+h|k7"' y L+ N—1|k, L y T ]
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Fig. 3: Comparison of the system dynamics and control input
with and without DoS attacks, Case 1 (without noises), blue
line: conventional MPC without DoS attacks, solid line: event-
triggered MPC with DoS attacks.

where ZFT" € QO C X. The cost function satisfies

J(@htn) = J(@htn-1) <
T T
- $k+h—1|kak+h—1\k - Uk+h,1|kRuk+h,1‘k

which is decreasing monotonically along the predicted trajec-
tory.

(2.3) Thus, although there is no information exchanges
between the actuator and the plant, the shifted data buffered
on the actuator side and the terminal control law together can

guarantee the feasibility of the involved optimization problem,
and the monotonically decreasing of system dynamics to the
origin.

IV. SIMULATION EXAMPLES

In this section, a numerical example is investigated in order
to verify the effectiveness of the proposed method.
The system is described by

|1 01 n 0.05
TR = o1 1|7 o.05] Y
which is unstable and controllable.
Consider the input constraint

(10)

—1 <y <1, vk > 0.

Suppose that z; can be measured, and choose the weighting
matrices as @ = diag{0.5,0.5}, R = 1.

A terminal control law, a terminal penalty and a terminal
constraint can be derived by solving the corresponding linear
matrix inequalities (LMIs).

Lemma 2: [12,13] For system (1), suppose that there exist
a scale o > 0, a matrix X = 0 and a matrix Y such that

i X * ok *
AX+BY X x «
QX 0 af 0
RY 0 0 al an

1 *
_(CjX + dY)T X

~=0,7=1,...,p

Then, 27 Pz, For and Q = {2 € R™ | 27Pxz < a} can
be chosen as the terminal penalty, terminal set and terminal
control law, respectively, where P = aX ' and F = Y X!,
Thus, a linear state feedback control matrix F' = [—2.0107 —
2.0107], a terminal penalty 2 Px with

_123.6835 21.0519

P= 21.0519 23.6835

and a terminal set 2 = {x eR?|2TPx < 1} are obtained
accordingly by solving LMIs (11).

Choose the prediction horizon N = 15, and the sampling
time § = 0.1. That is, the actuator and the plant will exchange
information at the time instant K¢ with K € N'". Suppose
that there exist DoS attacks during the intervals [2.5,3.5]
and [5.5,6.5]. Both of the two intervals are shorter than
N6 = 1.5s, and the gap between the two DoS attacks is
larger than §. Fig.3 shows the evolutions of state and control
input of the considered system starting from zo = [—0.7 1.2]'.
The red line shows the trajectory of the systems under the
given DoS attacks with the proposed scheme, and the blue
line shows the trajectory of the systems without DoS attacks
under the conventional MPC scheme [14]. Although there exist
DoS attacks, the proposed event-triggered MPC can drive the
systems state to the origin, and guarantee the satisfaction of
the input constraint. The achieved performance is close to the
performance if there does not exist DoS attacks at all.
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Suppose that a gaussian noise wy with mean 0 and covari-
ance 0.05 is added in the plant, i.e.,

Thit = [ 1 0.1} . [0.05} wp + {1] W
0.1 1 0.05 0
In terms of the inherent robustness of MPC [15-17], con-
ventional or named nominal MPC can be directly used to
the control problem. Fig.4 shows the evolutions of state
and control input of the considered system with disturbances
starting from zp = [—0.7 1.2]. The red line shows the
trajectory of the systems under the given DoS attacks with
the proposed scheme, and the blue line shows the trajectory
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of the systems without DoS attacks under the conventional
MPC scheme. It shows that event-triggered MPC inherits the
ability to deal with small disturbances as well.

V. CONCLUSIONS

In this paper, networked control systems in the presence
of DoS attacks which prevent transmission over the commu-
nication network was studied. An event-triggered MPC was
proposed to deal with DoS attacks that might be occurred
in the communication and actuator channels. Furthermore, the
allowed duration and frequency of DoS attacks are analyzed in
terms of the stability guarantee and constraint satisfaction. The
proposed scheme pays much attention on the final objective
of the attack, but not on the particular mechanisms.
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